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Docker NOTES =

— PG.SE 1 o
1. What is Docker ?
Docker is an open-source platform
)- that helps us to build, ship and
run u.ppiimﬂuns inside containers.

It allows an u.F-FJ.Lcn.ti.on to run

mns{ste.nﬂﬂ on any environment .

y Why Docker was created ?

Bﬁfﬂl"&- Dnckm’, d.ﬁ\l'l.l.ﬂ?lrﬁ fmd. I'ﬂ.ﬂ.ﬂ.ﬂ

?? issues while J.z.pto&ma applications.

' N, It wurks on mﬂ muhim PmbLﬂm
g o Different environments

o Heavy virtual machines

o Cumpl.ex cmfiaumﬁan

L SI.DW dﬁ?{ﬂﬂmn‘t
3. Benefits of Docker

L]

Applico.ﬂun

B2
L

r Docker Container

3

|

(TR

¥
Hest 0OS

lj» ==
|

Iﬂf!"ﬂ.&tl" i.l.r.'E ure

(Laptop / Server / Cloud)

OO

o

¢ Lightweight : Containers are smaller and use fewer resources.
Portable : Build once and run n.nawhs.rz.

Consistent : Same environment cwrﬂwhzrz,
Fast Depﬁvjm‘t : Start containers in seconds.

s Sca.lgh'litﬂ : EMH to scale applications.
4, VM vs Docker
Virtual Machine (VM)

Isolation : Each container runs isolated from others.

Docker (Con‘ta.i,nar)

|
|
App App App : App App App
Bins/Libs Bins/Libs Bins/Libs : Bins/Libs Bins/ Libs Bins/Libs

I

Hmua EMSt .05 : Docker Enﬂi.ne

ervisor
5 2 : Host 05

Slow Hest 0S :

Infrastructure !I Infrastructure

Li.ghtwei.ﬁhf,
portable and
isolated

Lightweight
&
Fast



DOCKER ARCHITECTURE

Docker follows o client - server architecture.

® — 1. Docker Client

The user interacts with Docker
using Docker CLI (Command Line
Interface) or REST APL.

x

v |
i

o 2. Docker Daemon DMI "y Send commands
@ The Docker Daemon (Dockerd) to Docker Daemon
listens to Docker API requests and 7
manages Docker objects like
images, containers, networks
S peTRE Dackzr Engine e
¥ . Manages all Docker
® 3. Docker Ima.ges objecks
% Imaﬂas. are ruu.:lvun].s hmpl:d‘.es
used to create containers.
Th'.tj are built using Duchffile
and stored in Docker Hub or Ims&i o~ Emd—m{a
local system. % v "
@ 4. Containers

Containers are runnable instances

of images. They are lightweight,
foolatind, and partable.

. Networks
Netiworks allow containers to

communicate with each other
and with the outside world.

@i:iﬂ

® 6. Volumes
Volumes are used to persist data Volumes . Persistent
rwnl‘.ut Ld containers even if @ @ @ diks
the container s removed :
® 7. Docker Hub . 1
Docker Mub is a cloud registry Docker Hub =g Ay
service where images are stored, e Docker i
shared and pulled 3
[ Ke ey Paints @-—1 ’
F Docker uses o client-server architecture. e e o T R ﬂi’
5 Docker Dasmon is tha: ‘core of Docker: | Remember :
E’Imaﬂmuedtocrmhmhinm I o Buald once i
5 [}
g Containers are isolated nn:mpﬁrh.ble : s B "‘H“j“" i
B Volumes provide dala persistence. il Share easily i
| Docker M stores and. diskributes images | 8o sty :
B ]




> IMAGE vs CONTAINER vs DOCKERFILE =

1. IMAGE

mu:ﬁ: s a raa.d-nl\ls hmPln.tr.
|'.|'|.u.+. contains  the ﬂ.-PFLLALU:In
dependencies, libraries, tools and
other ff.l.ns rqui.red to run the app.

. Inmats are used Yo create containers.

2. ConTaTneR (i

» A container is a running instance
af an hmﬂa.

o (Containers are ﬁahﬁmiﬂh’t, isolated
and portable.

3. DOCKERFILE

¢ A Dockerfile is a text file that
contains o set of instructions to
build a Dacker image.

o Tt is used Lﬁ Docker to automate
the image creation process.

4. CompaRISON TABLE

Feature Imnﬂn Container Dn-cim*fri!.
Definition | Read-only lemplate | Running instance | Instruckion file
Skate Skatic Pipearic N/A
Purpase To create containers | To run applications | To build images
Change | Cavnok be changed | Can o changed | Con be edited
Life Pormonent until | Tomparory, can be | g ipoy
deleted stopped /removed
Size Larger Sealler Very small
Examples miysql:8, nginx:lodest | nginx container Dockerfile

6. Docker LIFECYCLE

Dockerfile
-L —} —}

5. OVERVIEW DIAGRAM

i Dockerf ile

k,.-c-mimn.s instructions
to build an Lrnagu

|
— Il

Imﬂﬂﬂ
. Built using Dockerfile
M (Read-only template)

of image

Host 0S

Runs containers
"
.- on the hest Q5
i}

e ——— — S



> DOCKERFILE EXPLAINED :

*

1. What is Dockerfile ? Dockerfile
A Dockerfile is a text file that contains o Contains
a set of instructions to build a Docker &’ instructions
image automatically. > hw.l.d
an U'Hﬂ.ﬂ.l-
2. Sample Dockerfile ‘
[ 1 FROM wbuntu:22.04 # Base image 1 l dooker -build
2 WORKDIR /app # Set working directory .
3 COPY . /app # Copy files to image Image v
4 RUN apt update bk apt install -y python3 # Install python e Y
5 RUN pip3 install flask # Install flask : «’ t‘"*"“’“
6 ENV FLASK_ENV=production # Set ewvirenment :j;'i'lmﬁ
7 EXPOSE 5000 # Expose port r =
8 CMD ["HM", -“PP'PE“] # Defoult command Bl
9 # Or using ENTRYPOINT
10 # ENTRYPOINT [ "python3™, “app.py”] ; 1
| 11 # CMD ["--hest”, "0.0.0.0"] ) Container - Running
&’ instance
3. Im{.lnri‘.ﬂ.nt Instructions of the
* FROM . Specifies the base image image
o WORKDIR : Sets the working directory inside the container. J
« COPY ¢ Copies files or directories from host to container
s ADD ¢ Similar te COPY, also supports URLs and auto-extracts tar files.
 EMV : Sets environment variables inside the conbainer.
o EXPOSE  : Informs Docker that the container listens on the given port.
» CMD - Specifies the default command fo run when container starts

« ENTEYPOINT : Cmesures a comtoimer that will run o8 an executabls

4. CMD vs ENTRYPOINT
[ CMD ENTRYPOINT

* Provides default command and arguments.
* Can be overridden when running container
. Gﬂl’.ﬁ one CMD instruction is respected ﬂ'nf.g pne ENTRYPOINT instruction is respected

¢ Used mostly far hfirﬁns default behavier Used when the container must -nlwﬂ.ﬁi run a

* Example: CMD [-Fﬂthnn.?l", "u.pp.pﬂ-] ff'“-;'F“ program

Example: ENTRYPOINT [ “python3”, “app.py”]

-

Cmfiﬂwu the container to run as executable
Cannot be overridden e:siLH

L]

I
: K'E-H Tﬂkmwaﬂ L] Dﬂc!l.urfila builds the i.mas!. ¢ Container is the n.|.r|.mn.3 instance . :
; ) ¢ Image is the blueprint. * Build once, run anywhere! :




= DockeR NETWORKING = &

[!:

: l

Docker containers can communicete with each other

ﬂ-l'l-d Nith ﬂu*.j;.d.& Wu HS-Lﬂﬂ d.(.ffﬁrl.ﬂ*_ tﬁl}ﬂi ﬂf ngl',wnrk.s.

1. Bridge (Default )

-cmrinﬂﬁhmhﬂst

network can communicale with

Network Tﬂpes Din.ﬂrum

[ 1. Bridge Nebwork (Default)
e[

Containers communicate

I
I
I
|
I
cach other E itk el e
I
2” Host i dockerO {Hiﬂ“} “__} Access to external
| 172.17.0.1 network .
o Container shares the hest |
network. No isolation at S
I 2. Host Network
network level . i 3 s Ekls s
| -Ci -Cl ontainers s
3. None i ’ * host nebwork.
I
* (Container has no netweork I Host Metwork Stack Best F‘rf“m“
QLCRES . uuful fur c-umplu.h I { Ne Lsclakion)
isslation . : ;
3. None MNetwork
4, Dverlu.uj : No. rebuork
_ -C-l o network access
¢ llsed to connect containers : CGl'n._th e
across multiple Docker hosts I X X
{ Swarm mdt} | = { *
f | & Owerlay Metwork (Swarm)
.Y Stornﬂe. in Docker i _,,...;hﬂ..-,,., e 1
Docke ides sk 1 | Hest 1 R I Host 2 I Connect containers
. roprovi storage i | I I | e g ksaks
options to persist data i :: :m: IS i
generated by containers. | s et [ e R T Requires Docker
6. Volumes : [ Overlay Network |
« M d by Docker. -
anage Yy i .
Stornd, s Dockir hoat | Storage in Docker
( /var/lib/docker /volumes ) . I Bl Conliin
Data ists even 'i.f
Recommaended fﬂu‘ Prmlu:.ﬁ.un. ' .pu'sl
?. Btﬂ.d. MOLU'&!: I I Volumes are mnnﬂud.
o Uses o directory from the I 1 by Docker.
I
:t:.:f " I Bu'u:l Maounks Eﬂ.ml Meunts use host
. o, d.;Fand.u.n 4 I ] L.
* Good for develop \ r; e
(c.n-d.t d-.m\gu mfh:.{ I
1
I
Volumes ws Bind Mounts
' Feakure Volkomes Bind Mounts
Huu.ﬁud bﬂ Docker Hest
Lecation Trside Docher host .'l-h-_ulu-furl. on hesl :ﬂa\hm
p'url.u]:l.l.l.h. Hlﬂl\. Loswer {ﬂlpﬂﬂdn on  host Pu.th:l'
Best for Production Development
Fa rfmlu;l Betler ( Docker uff.im'und.} Groad
T e e b e e e e e L T e e e e "
| et : K.:H Tﬂk:nuu.ﬂ - u.l,:. IllrnLuml.; lEf.lr Prudu.l:im and Bind. r"'ln-un!l:.i 'Fnr d.q.wlupmnt :
} = Choose the n.j-.,l. nebwork bosed on olabion and commurmication needs. I




DockerR COMPOSE =

Docker Cum.Fuse is a tool fcur iefmins and r1.|.ru'u.rl.3

multi-container Docker n.FFL:.cn*.wns 4. How it Works ?
1. What is Docker Comp-osr, 7 ﬂzwloper
¢ Docker Compose allows us to define and run
multi-container Docker applications.
. Itt use: nM:AHLlufi.l.r_ ta tOI‘I.'FLSH.FG. SErViCES d
e T docker -compose. yml ;
e With a su'\ﬂla command, we can start, / P ff-l Dt[i: R
= networks and
and ki wcation. </f>
stop manage entire application é i
2 . dﬂﬁkﬂr = CGMPDEE. .ﬂml. ( EXGJ“.P'LG}
1 wversion: '3.8' # Empo.u 'FI.!.t version ]
2 sarvices: # All services _4"-1 Reads the
3 app: # Application service T “"‘F-S and
&4 build .fnpp # Build fmm .fa.FF orchestrates
5 container _name: myapp # Name of the container \ J containers
[ Porf’._'.:
T - "8080:8080" # Port mapping host:contasner [ A Contoiner 1 =
8 rhpu.nﬂ.s_m; PP Wuﬁm
9 = db # D':Pmd_'- on db service sarnce
10 environment ;
11 - DB_HOST=db # Environment variables (o *
12 dbi; % : .
13 image: hqul:ﬂ # Dalabase service HHSQL Container o Database
14 container _name: mysql # Use MySOL image e sarlia
15 ervironment : # Noms of dalabass container
16 - MYSOL_ROOT_PASSWORD=roct # Seb reot password . J
e o r
3. Important Commands Redis Container v Cache
*  docker compose up = Build |:-Lf needsd) and start all services il servict
* docker compose down —> 5‘|‘.of and remove conbainers, nebworks, velumes
® docker compose lnﬂs =2 View lnﬁt of all services. » -
s docker compose ps = List all ru.rmms SErviCes
# docker Compose build = Build or rebuild services
5. Multi Container Architecture {Exmpi.e}
App Conbainer | MySQL Container | Redis Contoiner
Request Connects Connects
=% Ew
User Port: 8080 Part: 3306 Pork: 6379

y £ y )

Docker Metiwork {tha.n.f.t}




S Fd
> Docker CONTAINER LIFECYCLE :
—
A Docker container goes ihruu&h diffmnt states
during its Llifetime. r )
‘ :5 " fe CREATED ki
. reéo =
([ be tart )
¢ Container is created II[[[Iﬂ]] s
but not started. ; 3
. l’ docker start
2. Runeing , n
* Condainier iz up and RUN“iNG docker rm
rwwnﬁ. === {fnﬂ:t remove |
3. Pmui h, ﬂImm A
¢ Container is running docker pause l Tdvch.r unpause
paussed PAUSED
6. Stagpd [ !
¢ Container is sk ; -
but skill “m.w docker *’wpl Tdmu..- start REMOVED
gz =Zoon
o Container is daleted M J l ULV
and cannct be
recoversd. .
|r =3 . {_  Remember ~1LI
| @\ *  docker sb? l.{ups the container. ® docker rm removes the conbainer. :
i e M T v e T T e o
DocKER IMAGE LAYERS
Docker images are buill using o layered architecture
ST T LAYER CACHING
en fop of the previous one ;" ----------------------
DR Top Lager : Lwrr b X Rebuilt [chn.nﬁc_; here )
I'nﬂ” & : LMD = te run container I:L::t:.st} : Lngtl‘ 5 " Cached {r‘ru.s:ﬂ.}
|
Lager 5 + COPY e aons sty :| Layer & | +/  Cached (reused)
lMﬂl | .
Layer & : RUN &5 || v Dm e 1| e V' Cached (reused)
o (install software) S
— = — I Lager 2 w Cached [ reused )
L OREDIR z - Set unrl:in& I
[_\? directary : Layer 1 W Cached (reused)
Loger 2 : FROM &G || == Buse image i f
oy | e &
T e i e are re . Layers are
SN e (e.g. ubuntu) P | from cache

el ettt S ———

B



COMMAND DESCRIPTION EXAMPLE

B8 docker version Show Docker version information docker version

Bl docker info Display system-wide information docker info

B docker login Log in to Docker Hub docker login

B docker logout Log out from Docker Hub docker logout

B docker search Search images on Docker Hub docker search nginx

B docker pull Pull an image from Docker Hub docker pull nginx

B3 docker images List all local Docker images docker images

B docker build Build an image from a Dockerfile docker build -t myapp .
B docker run Run a container from an image docker run -d --name myctr nginx
B docker ps List running containers docker ps

B docker stop Stop a running container docker stop myctr

B docker start Start o stopped container docker start myctr

Bl docker restart Restart o container docker restart myctr

B docker rm Remove o container docker rm myctr

B docker Logs View logs of a container docker logs myctr

B docker exec Execute a command in a container | docker exec -it myctr bash
B docker inspect Inspect a container or image docker inspect myctr

B ke o Eﬂ hii:sp"fnueri bebueen container |4y e faen /g
B docker network s | List oll Docker networks docker network s

Bl docker volume ls | List all Docker volumes docker volume s

Bl docker compose up | Start services defined in docker-composeyml | docker compose up -d

BB docker compose down | WP ond remowe services, conlaners, | ocker compose down

Bl docker compose logs | View logs from services docker compose logs -f
Bl docker compose ps | List services defined in compose file | docker compose ps
i e I i MO S~ b e T e S R D e s O
- Quick Tips :

-

o lUse -d to run containers in detoched mode.

 Use docker --help for more options.
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Answer Like
a Pro!

LNIEKVIEW WUEDILIUND

@ 1. What is Docker?

AM:

Docker is a Flo.ifurm that allows
:l:ulnfm to build, pﬂdmﬁt. and run
nfplmhau in containers. It ensures
wnsi.sl'-mcg across different environments.

@ - Di.ffcr\u:.t.t. between Inu:.gr. and Container?

Ans:

‘Ims:ﬁﬁﬁnd—mist:npﬂtwiﬂh
instructions to create a container.

* Container is a running instance of
an bnage. Th s vikabla and has
& Wecsle.

@ 3. CMD vs ENTRYPOINT?

Ans

* CMD provides default command and
lrsmﬁ.

« ENTEYPOINT mfi.sl.rni o confainer that
will run as an executable

o CMD can be overridden, ENTRYPOINT

cannol be sasily overridden
@' &, COPY vs ADD?
Ans:
= COPY copies files/directories from host
to conlainer CorY

* ADD does the same bub also supports
URLs and cubto-extrachts tar fils!..

+ Use COPY 'For n.mpll fd.i copy.

@ 5. Volume vs Bind Mount?

Ans:

* Volume: Hmﬂﬂ'l-d. |:5 Docker, stored in
Docker host ( /war/lib/docker /volumes ).

¢ Bind Mount: Maps o file or directory
from the host to the container.

& Volumes are bebier fnr Porhbi.lﬂ:ﬂ and
backups. Bind mounts are good for dev.

_——

' @ 6. Bridge vs Host Network ?
Ans :

* Bridge: Default network. Containers
communicate wia Docker bridge (NAT).

o Host: Container shares the host's
netwerk namespace . Mo isolation.

@ 7. What is Dacker Cnmpuaa?
Ans:

Docker Compase is a tool for defining and
running multi-container Docker applications
using a docker-compose.yml file.

@ 8. What are Dockerfile Layers?

| Ans:

Each instruction in o Dockerfile creates a new
laer. Lagars are cached and reused to make
builds faster and smaller.

@ 9. What is Docker Hub?

ﬁlﬂ-ﬁ:

Docker Hub is o cloud-based registry
service Ff‘ﬂ'ﬂ.dld. b&l Docker to store
and share container I.H.n.r‘_!-

@ 10. What is Docker Registry?
Ans:
A Docker R.aa'ml'.ru stores Docker i.ll.uﬂas.
Docker Hub is a I:-uH.l.r. rtaiatrs. You con
alse run o private registry.

e

docker

@ 11. Docker Best Practices?
Ans:
v Keep images  small (use dnckmglwn:}
v Don't run containers as root.
v Use specific image tags, aveid :latest.

L YL TR |
-
v Clean up unused images, containers, - BEST 5
WI.'I.H"\I-B flﬂl.l.l.ﬂ.rls. mcncE

v Store secrets wusi

ing Docker secrets - -
o fch TV
P 0] | Pl W, T U N ot TS SN L Ly s ¥ »



- THANK You ®
Happy Learmng

docker run
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